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Memo 
 
To: Honorable Mayor Armitage; City Council 

From: City Manager LaPere, MPAP 

Date: August 31, 2022 

Re: Contract with Knight Watch for keyless entry project 

 
Background 
The City of Charlotte has keyless entry on certain internal doors that provide access to secure 
areas utilized by the Police Department. In reviewing potential projects for use of ARPA 
funding, administration considered the opportunity to increase building security by expanding 
that system to provide keyless entry at multiple points in city hall to provide secure access to 
staff areas. The current method of securing employee-only areas is a combination of standard 
keys/locks, or code-punch entry. The downside of those systems is that the keys can be 
duplicated and codes can be shared with outside individuals. Furthermore, the cost to re-key 
doors is expensive if there is need for change in access. By utilizing a keyless entry (FOB 
method) of access to secure areas, the city can control who has access to certain areas of city 
hall, review who accessed areas at certain times if there is a need, and enable/disable access 
for individuals on-demand. Additionally, we would install keyless entry at the main building 
entrances which would provide confirmation of who is accessing the building after hours, and 
offers an opportunity for increase in efficiency because the system enables us to automatically 
lock/unlock the main doors at set times/days. Currently this is manually done by staff.  
 
There are three primary security-related reasons to limit access to certain areas. First, is 
employee’s physical safety. Second, is the physical materials and resources which are kept in 
certain areas. Third, is the access to our digital data through our server system.   

- Employee safety: limiting physical access to employees is vital should there every be 
an incident where an employee’s safety is threatened.  

- Materials/resources: staff maintain physical records that contain personal 
information about residents/businesses such as bank account numbers, personnel 
records that include SSN and similar identifiable data, and other city-related 
documents which contain confidential or otherwise private information not 
intended for public disclosure. Ensuring those documents are secure is a 
responsibility of the city as a custodian of those records.  
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- Digital data: in addition to physical documents, staff workstations provide access to 
the city’s server system. If compromised, the city could have a very serious security 
breach. Additionally, a savvy individual could install malware onto a workstation that 
could be used to compromise the city’s records. Finally, our workstations are 
connected to the system via data ports which could be used to bypass security 
protocols to access the city’s server system. 

 
Limiting access to these areas is an important security measure that we can undertake to 
ensure we are protecting the city, its residents/businesses, and its staff.  
 
The City issued an RFP to solicit bids for this work as the initial estimate for the project was 
$90,000. We had four companies conduct a site-visit and three proposals were received. Bids 
ranged from $72,545.89 to $114,359, and a bid tab is attached to this memo. The low-bid was 
received from Knight Watch, a local company from Lansing. The City utilizes their services for 
our current keyless entry system and we have been satisfied with their product and service. We 
are confident that they can provide the system we are requesting. If this project is approved, 
they estimate the project will take approximately 2 months to complete.  
 
The discussion on ARPA funding did not prioritize this project for use of that funding; however, 
the city’s IT fund has a fund reserve of approximately $225,000 as of June 30, 2022. This 
represents approximately 9 months of expenditures, or 75% fund balance which is well above 
the recommended 20% of unassigned fund reserves. We do not currently have another 
significant capital expense planned in the near term that would necessitate use of those funds. 
The low-bid on this RFP was $72,545.89. By utilizing fund reserves for this project, the city 
would retain an unassigned fund reserve of approximately $152,000 which leaves us with a 6 
month or 50% fund balance in the IT fund.  
 
Recommendation 
Council approves the contract with Knight Watch to provide keyless entry at City Hall in the 
amount of $72,545.89 utilizes unassigned fund reserves from the IT Fund.  
 
Financial Impacts 
Funds for this project are available in the unassigned fund reserves in the IT Fund.  
 
Suggested Motion 
The Council hereby approves the contract with Knight Watch to provide keyless entry at City 
Hall in the amount of $72,545.89 and authorizes the Mayor or City Clerk to sign the contract.  
 
 
eel 
attachment 
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Attachment 
 
Bid Tabulation: RFP 2022-05A; Opened Thursday, September 1 at 4:00 pm EDT 

Company Bid Amount – Lump Sum 
Safety Systems, Lansing MI 114,359.00 

Newkirk Electric Associates, Flint, MI 89,767.00 
Knight Watch, Lansing, MI 72,545.89 
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